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Data Back-up / Recovery Plan

Sacramento and Grass Valley

I. Back-up Procedure

a. Daily 

1) Tuesday to Friday: File-by-file: 400 GB backup tape (HP) is done every evening to back up all files, including fiscal data.
2) Monday: Backup of all data, including all application programs. 

b. Monthly

1) 1st day of month a mirror snapshot backup and file-by-file tapes are taken to an off-site location by IS Manager.

II. Data Security

a. Daily tapes are kept in a fire-proof safe in the Director of Financial Services’ office.

b. Monthly tapes are kept at the IS Manager’s home.  

III. Recovery Procedure:

a. Should a disaster occur a tape recovery device will be needed to play the backup tapes. This can be easily acquired as needed from any large computer retail store like Frys Electronics. (Approximate cost: $300).
b. The operating program that Area 4 uses is Windows XP and Windows Server 2003 which are network ready, enabling data recovery from most systems.
c. Backup software is supported by the Ultraback Company they will assist in file and program recovery should a disaster recovery problem arise.  
d. The Ultrabac service includes updates, phone and shadow support, (we pay $700 per year support for both the Sacramento and Grass Valley offices). 

